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Message Text 

LIMITED OFFICIAL USE 

PAGE 01 BONN 05085 01 OF 02 221910Z 
ACTION SY-05 

INFO OCT-01 EUR- 1 2 ISO-OO USIE-00 FBO-02 OC-06 CCO-OO 
ABF-01 /027W 

221941Z 042836/44 

R 221901Z MAR 77 
FM AMEMBASSY BONN 
TO SECSTATE WASHDC 6730 
INFO AMCONSUL FRANKFURT 
AMCONSUL HAMBURG 


LIMITED OFFICIAL USE SECTION 01 OF 02 BONN 05085 

STATE FOR A/SY/OPS/FO; PLEASE PASS TO USIA/IOS 

FRANKFURT FOR RSS, RTC, RSO, RMO 

HAMBURG FOR PSO 

E.O. 11652: N/A 
TAGS: ASEC, ABLD 

SUB J : FY-77 REQUIREMENTS FOR TERRORISM 
REF: STATE 50252; BONN 4904 

1 . RSO WILL REVIEW REQUEST FOR ADDITIONAL LOCAL GUARDS 
AND SUPERVISORS FOR COM RESIDENCE AND PLITTERSDORF IN 


LIGHT OF A-688. WILL REPORT BY SEPTEL. 

2. IN RESPONSE TO PARAGRAPH TWO OF REFTEL: 

A. THE BREAKDOWN OF CONTINUING COSTS FOR GUARD 
SERVICES PREVIOUSLY APPROVED UNDER THE ANTI-TERRORISM 
LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 

PAGE 02 BONN 05085 01 OF 02 221910Z 

PROGRAM IS AS FOLLOWS: 

PROGRAM ALLOTMENT 

STATE - BONN $ 1 04,000 

USIS- COLOGNE 1,110 

USIS - FRANKFURT 14,000 
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total usis 

TOTAL PROGRAM 


FAAS ALLOTMENT 
BONN 
BREMEN 
DUSSELDORF 
FRANKFURT 
STUTTGART 


$ 15,110 

$119,110 


$ 89,370 
17,050 
28,060 
$ 11,460 
$ 11,240 


$157,180 

B. THE BREAKDOWN OF COSTS FOR THE ADDITIONAL GUARD 
SERVICES REQUESTED IN BONN'S 17544 FOR REMAINDER OF 
FY-1977 (APRIL 1 THROUGH SEPT. 30) IS AS FOLLOWS: 

STATE - FAAS ALLOTMENT 
BONN $ 54,300 

DUSSELDORF 4,200 

FRANKFURT 1.100 

MUNICH 11,450 

STUTTGART 8,730 


$ 79,780 

3. RTC INDICATED A TSO WILL VISIT HAMBURG IN NEXT TWO 
WEEKS WITH SECURITY LOCKS AND VU-EYES. TSO WILL REVIEW 
WORK PLANNED ON BELL ALARM SYSTEM AND INTERCOMS. BELT. 
LIMITED OFFICIAL USE 
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ALARM SYSTEM INTENDED TO TRANSMIT EMERGENCY ALARMS 


LIMITED OFFICIAL USE 


NNN 

LIMITED OFFICIAL USE 

PAGE 01 BONN 05085 02 OF 02 221913Z 
ACTION SY-05 

INFO OCT-01 EUR- 1 2 ISO-OO USIE-00 FBO-02 OC-06 CCO-OO 
ABF-01 /027W 
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221938Z 042880/44 

R 221901Z MAR 77 
FM AMEMBASSY BONN 
TO SECSTATE WASHDC 6731 
INFO AMCONSUL FRANKFURT 
AMCONSUL HAMBURG 


LIMITED OFFICIAL USE SECTION 02 OF 02 BONN 05085 


THROUGHOUT POST DURING BOMB/TERRORIST INCIDENT. 

4. RSO BELIEVES GRILL ON DOOR TO HAMBURG MARINE HOUSE 
FROM STREET IS A COUNTER TERRORIST PROJECT BECAUSE THAT 
ENTRY POINT IS ON CONGEN PERIMETER. THE INTERCOMS 
ALSO ARE COUNTER TERRORIST TO PERMIT IDENTIFICATION TO 
PERSONS DESIRING ACCESS. PSO HAMBURG ADVISES $640 WILL 
PAY FOR GRILL AND INTERCOMS. 

5. REVISED USIS PRIORITIES ARE AS FOLLOWS, PER USIS 
EXECUTIVE OFFICER. BEGIN QUOTE USIS HAS RE-EXAMINED ITS 
PREVIOUS SUBMISSION AND SUBMITS A REVISED PRIORITY LIST- 
ING. FOUR NEW PROJECTS WHICH HAVE SURFACED SINCE THE 
PREVIOUS SUBMISSION ARE LISTED. THESE PROJECTS ARE 
THOSE WHICH ARE BOTH MOST URGENT AND MOST SURELY CAN BE 
CONTRACTED FOR THIS FISCAL YEAR. APPROVAL OF THESE 
PROJECTS WILL COMPLETE ALL PLANNED SECURITY MEASURES AT 
STUTTGART AND HAMBURG. 

PRIORITY ITEM COST 

1 . PURCHASE METAL DETECTORS FOR $ 467.- 

LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 

PAGE 02 BONN 05085 02 OF 02 221913Z 

AMERICA HOUSES 2 EA. X 7 AT 
$33.33. 

2. SECURITY PATROL SERVICE -PAOS 1,500.- 
RESIDENCE, HAMBURG. 

3. ADDITIONAL COSTS RELATED TO 1,000.- 
FY-1976 INSTALLATIONS OF POLICE 

AND FIRE ALARMS STUTTGART AND 
COLOGNE (NOT "OVERRUNS "-DISTINCT 
PROJECT COSTS OCCURRING IN FY-1977.) 

4. PURCHASE AND INSTALL ELECTRIC 7,000.- 

HAND DRYERS FOR PUBLIC LAVATORIES 

IN ALL SEVEN AMERICA HOUSES AT 
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$1,100 EACH. 

5. REPLACE WOOD/GLASS DOOR, 1,500.- 

STUTTGART AMERICA HOUSE OFFICE 
SUITE WITH METAL/LEXAN INSTALLATION. 

6. ESTABLISH SAFEHAVEN SECURITY IN $6,900.- 
AMERIKA HAUS HAMBURG - REPLACE 
WOOD/GLASS DOORS WITH STEEL/LEXAN 
INSTALLATIONS; INSTALL CIPHER 

LOCKS, DEAD BOLTS AND CRASH BARS 
AND INSTALL INTERCOM/ELECTRIC 
RELEASE DEVICE AT MAIN ENTRANCE 
TO OFFICE SUITE. 

7. INSTALL LEXAN MR4004 IN OFF-STREET 7,100.- 
WINDOWS, GROUND FLOOR AMERIKA HAUS 
HAMBURG AS FOLLOW-UP TO STREET-SIDE 
PROJECT FUNDED IN FY-1976. 

8. SECURITY GUARD FOR AMERIKA HAUS 12,000.- 
LOBBY, STUTTGART. 

LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 
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TOTAL $38,167 END 

QUOTE. 

6. REFTEL TWO REPORTED BONN'S REQUEST FOR $3,123.- 
FOR BREMEN POR. 

STOESSEL 


LIMITED OFFICIAL USE 


NNN 
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